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1. Purpose
This policy sets out how CRV Digital protects confidential information received, created, stored, shared, or otherwise handled in the course of its business. The policy exists to protect clients, experts, legal representatives, staff, and the company from unauthorised disclosure, misuse, loss, or inappropriate handling of sensitive information.

The intended outcome is that confidential information is accessed only by those who need it, used only for legitimate business purposes, and protected by proportionate technical, organisational, and behavioural controls.
2. Scope
This policy applies to all confidential information handled by CRV Digital, whether in digital, physical, verbal, visual, or other form. It applies to all employees, contractors, freelancers, temporary workers, and any third parties acting on behalf of the company.

It covers client instructions, case materials, photographs, CCTV, video files, 3D models, working files, render outputs, reports, drafts, legal correspondence, expert communications, personal data, credentials, pricing, commercial information, and internal business records.

This policy applies to information handled in the office, at home, while travelling, on client premises, at court, or in any remote or shared-working environment.

Information already lawfully in the public domain, and information disclosed under a clear legal obligation, are outside the normal confidentiality restrictions in this policy, but must still be handled carefully and only after appropriate review.
3. Policy Statement
CRV Digital treats confidentiality as a core obligation. Confidential information must be protected at all times and used only for its intended purposes.

All personnel must act on the basis that client and case information is confidential unless clearly confirmed otherwise.
Requirement 1: Confidential information must only be accessed, used, copied, discussed, or shared where there is a legitimate business need and appropriate authority.
Requirement 2: Confidential information must be stored and transmitted using approved systems and secure methods. Personal devices, public platforms, or informal channels must not be used unless expressly approved and adequately protected.
Requirement 3: Any loss, suspected loss, misdirection, unauthorised disclosure, security weakness, or uncertainty relating to confidential information must be escalated immediately to the Policy Owner or relevant manager and recorded.
4. Roles and Responsibilities
The following roles are accountable for implementing, monitoring, and complying with this policy.
	Role
	Responsibility
	Notes

	Policy Owner
	Owns, reviews, and updates this policy. Approves exceptions, oversees incident response, and determines whether additional controls are required.
	Responsible for company-wide oversight.

	Managers / Project Leads
	Ensure confidential information is handled appropriately on matters and projects, control access on a need-to-know basis, and escalate incidents promptly.
	Responsible for day-to-day supervision.

	Employees / Contractors
	Follow this policy, protect information entrusted to them, use only approved systems and methods, and report concerns or incidents immediately.
	Responsible for day-to-day compliance.


5. Procedures
The following procedures set out the minimum practical controls required when handling confidential information.
1. Classify the information. At the start of a matter or project, identify whether the information is client confidential, legally privileged, commercially sensitive, personal data, or otherwise restricted.
2. Limit access. Share information only with those who need it for the relevant task, and only through approved channels and folders.
3. Protect storage and transfer. Store working files, evidence materials, and client communications in approved locations with suitable access controls, backups, and device security. Use secure transfer methods for large files, CCTV, and case materials.
4. Escalate and contain incidents. If information is lost, mis-sent, exposed, or accessed by an unauthorised person, act immediately to contain the issue, preserve evidence of what happened, and notify the Policy Owner without delay.
5. Use discretion in conversation and display. Do not discuss confidential matters in public places, on unsecured calls, or in the presence of people who do not need to know. Keep screens, printouts, and whiteboards protected from casual viewing.
6. Control copies and exports. Only create copies, extracts, screenshots, exports, or local downloads where needed for the work, and delete or archive them in line with company procedure once no longer required.
7. Return, retain, or destroy information properly. At the end of a project or engagement, information must be returned, archived, or securely deleted in accordance with client instructions, legal obligations, and company retention requirements.

6. Compliance and Exceptions
Compliance with this policy will be monitored through management oversight, periodic file and workflow reviews, and incident tracking.

Any failure to comply may lead to corrective action, retraining, restriction of access, disciplinary action, termination of engagement, client notification where required, and any other appropriate response.

Exceptions must be approved in advance by the Policy Owner, documented in writing, limited in scope and duration, and supported by safeguards proportionate to the risk. No exception may permit reckless, unnecessary, or misleading handling of confidential information.
8. Definitions
The following definitions are used in this policy to promote consistent interpretation.
	Term
	Definition

	Confidential Information
	Any non-public information held by CRV Digital about clients,
cases, experts, legal matters, business operations,
finances, staff, systems, or third parties.

	Need-to-Know
	Access limited to people who require the information
for an authorised business task.

	Information Incident
	Any loss, theft, unauthorised access, unauthorised
disclosure, misdirection, or suspected compromise
of confidential information.
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Next review date: [19 April 2027]
Version: [v1.0]
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